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Replace a sensitive value x of the Algorithm by a tuple (x1,...,Xn).
Any set of (n — 1) shares is independent from x.

Arithmetic masking :

n
X = E X
i=1
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Operations on sensitives values = Operations on their respective shares.

Yy

e

Non masked version

X1
X2 z1
Y1 z2

N\

y2

Masked version with 2 shares.
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Circuits

Circuits
> Directed acyclic graph.

> Vertex : Arithmetic gate or
input/output share.

> Edge : Wire of the circuit.
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(p,€)-Random probing model

(p: £)-Random probing model
> Every wires leak its value with a
probability p € [0, 1].
> Secure if there is a negligible
probability (< €) to get information
on the secrets.
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Threshold Random Probing Composability

(t,p,e)-RPC :
> Simulate the internal
leakage W and t output
shares with at most ¢
input shares of each secret
variable.

> Error probability e.
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Probe Distribution Table :

€7(I) = Upper bound on the probability that we

requires the set | of input shares to simulate the internal leakages and the output

shares in a set J.

Example :
r] —> — Y1
ro —» G — Y2
T3 —> — Y3

{n}

{m2}

{ws}

{v1,02}

{v,us}

{v2,u8}

{y1,v2.93}
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Cardinal Random Probing Composability

> &tput (tin) = Upper Bound on the probability that we requires t;,, input shares to
simulate the internal leakages and ¢4t output shares.

Tl —>

T2 —

T3 —»

— Y1

— Y2

— Y3

tout

W[N] = O

o
CRYPTOEXPERTS "



Tighter security Bounds : General RPC > Cardinal RPC > Threshold RPC.
Verification Complexity : General RPC < Cardinal RPC < Threshold RPC.
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Uniform Cardinal Random Probing Composability

> Best of both world : Tight security from General RPC and complexity from
Cardinal RPC.

» One Condition :

E?le--»,Jm)(Il" . ~:If) = E‘E]J{w-vl;n)(li’. 712)

when , ,
(13l el) = (Ll 1T])
(|‘]1‘7' c IJ”W«') = (|']1|v L) |Jm|)

)
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Best of both world : Tight security from General RPC and complexity from
Cardinal RPC.

One Condition :
gy T I = (5 (T 1)
when

(M1l el) = (3l - 1T
(|J1‘77‘J’m|) = (‘Jllvvl‘]’ml)

J

) [ [ [ ot [ o [ o) [ tsnomomd I

W N =IO
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Revisit the notion of uniformly cardinal RPC.

Method to transform any gadget satisfying cardinal /general RPC into a uniformly
cardinal RPC.

Design a non-linear multiplication gadget and prove its (uniformly) cardinal RPC
security.

Design a compiler, apply it to the AES circuit, and compare it to state-of-the-art
methods in terms of the achievable security-performance trade-off RPC security
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UI/UO cardinal RPC

Ul Cardinal RPC
Uniformly Cardinal RPC

UO Cardinal RPC

> Ul cardinal RPC, uniformity on the input shares only.

a?le'-»Jm)(Ih Y IZ) = a?Jl,...,Jm)(Ii’ T Ié)
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Ul Cardinal RPC

Uniformly Cardinal RPC

UO Cardinal RPC
Ul cardinal RPC, uniformity on the input shares only.

g9 _ -9 !
8(‘]17"'1‘]’"L>(117 T Ie) - 6(']17”"‘]’"1)(]17 T

UO cardinal RPC, uniformity on the output shares only.

g _ 9
Sty Ut Iy = (5 g (T

- 1p)
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Transformation into Ul cardinal RPC gadget

T

[s1] ——

[s2] —

[se] —

[s1] ~@1)—
[s2] (@2

[se] ~@0)—
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Transformation into UO cardinal RPC gadget

T

[s1] —

[s2] —

[se] —

I [[sl]] — ]
——» [[52]] —

G G
— [se] —+
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[x]

>’ Expand }—»’ Comp }—»

[y¥]

Expand : From two n-sharing, compute the cross product z; - y; to obtain a n?
sharing.

Comp : Transform a n2-sharing into a n-sharing.
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MatMule L[ MatMule 1% 2D MatMulLE <[] MatMule T E <[ 2D

l l | |
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Expand : MatMultSym

X1,...yX| ng nz X Y[iny]s-->¥n,
Do) [ZE] ¥ [2] v

} )
5 6 e8 el _— c12
. - s A . .
Matute L <[ # ) Maemute 2 1[5 ) MatMute L <[ D Matmute [ T<[5D
I I T T

- = - R
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Expand : MatMultSym- Branch

Y
Gref([nTx-l) Gref("nTy-l)

12

n n
T ' giinin) = D > (1) g, (in)=" (01, L2)

£1=0£5=0

)
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MatMule L Z <[]

|I1] required shares for the
simulation of the first branch.

|I2| required shares for the

simulation of the second branch.

No informations on |1 U I5|.

Must consider the worst case:
‘11 U IQI = min(n, |11| + ‘IQD.
Looser Bounds
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Matnute(L 51 %[ )

Matmute T 5 1% 2]

Matmute 5 <[

Matnue 51 %]

Ea)

l

|

|

|
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Expand : UnifMatMult

Maenate( L <[ #])

> Informations on |I; U I3|.

> IP)(|T1 UI2| =L, || = £y, |I2] = b)) =

n—L£y
el+22 o) \e—ey

22

> Tighter Bounds
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Transform a n2 sharing into a n-sharing
Tree of n-share gadget addition.

Example with n = 4, and a (M; j)1<i<n the n2-sharing :
1<5<n

‘ (M1 j)1<j<n ‘ ‘ (Mz,5)1<j<n ‘ ‘ (Ms,5)1<j<n ‘ ‘ (Maj)1<j<n

N
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(Mij)1<ic |k
1<j<n

(Mi,j)tgjﬂgigk
1<j<n

e?

TreeAdd 5! |

| TreeAddh L5

&;(i) =

i Fig=i 220 =0 2_t=0

ely, (i1) -

0, (12) - %5 (01, £2)
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gy J— =
B \ | \
//*’ Expand [ | Comp[
Iyl
TL2
g (ix, iy) = £ (ix, iy) - €5(£)
£=0
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Linear Gadgets : Add”,cMult”, cAdd” — Known cardinal RPC enveloppes.

Squaring Gadget : In case K = Fyx, Sq7 — Known cardinal RPC security
enveloppes.

Non Linear Gadget : Multiplication gadget used with UnifMatMult — Now
known cardinal RPC security enveloppes.
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AES Results

Number of randoms

Number of randoms

x10° #Rand

10t #Add #Mult

= Our work - Random Bits

350000

300000

250000

200000

150000

Number of additions
Number of multiplications

100000

om0
0 .
Security Level Security Level Security Level
— o—16
(a)p=
s #Rand s #Add s #Mult
=

= Our work - Random Bits

Security Level

- Our Work

Number of additions

Number of multiplications

Security Level

S o
(b)p=2720
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Thank You for your attention !
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